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Our Changing Identity Landscape: 
Updates in the Fraud 
Marketplace

Fraud Industry Updates

https://www.clarityservices.com/business/
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Introduction
As COVID-19 continues to affect millions of people around the globe, it’s also the reason for changes in the alternative financial 

services (AFS) market. As the economy shifts, so does consumer behavior, and it’s important to understand these trends and 

how they affect the credit landscape. 

To better understand the impact this pandemic will have on the industry, and to help you navigate these changes, Clarity has 

conducted research and documented findings after speaking to large financial institutions on the current state of fraud. 

Fraud rings are groups of people actively collaborating to commit identity fraud. They each have their own identifiers and 

patterns when it comes to committing certain types of fraud. Below is an example of a fraud ring Clarity has identified.

Problem:  

First-party fraud  
(i.e., consumer has no intent to pay) 
 
Solutions: 

    • Consumer credit activity and stability attributes

    • Industry fraud scores

Problem:  

Third-party fraud 
(i.e., identity theft, account takeover) 
 
Solutions:  
   • Fraud signatures (fraud rings)

    • Identity verification

    • Fraud indicators

    • ‘Know your customer’ (KYC)

Problem: 

Bust out fraud  
(Example: A fraudster applies for a credit card/loan and 
establishes a normal usage pattern with good payment 
history. Then, they either apply numerous charges to the 
card, ‘max out’ the card or apply for a higher loan with 
no intent to pay.) 

Solutions: 

    • Synthetic identity scores

    • Loan stacking indicators

Modus Operandi: Over 95% of home addresses on applications 

and IP addresses geolocate to California.

Email addresses used by this group contain the 
applicant name followed by a common pattern. 

The Big Giveaway:

Fraud Ring Name: Beat Studios

e*********9761@gmail.com  | v*********2017@gmail.com   | v*********9761@gmail.com

EXAMPLES:

99% - CA
of inquiries have home 
addresses in California 

- IP Addresses
- Employer Name
- Bank Routing Numvers

97% - GMAIL
use a gmail domain

Shared Elements:

Fraud Patterns:

Types of Fraud:
Beats Studios

https://www.clarityservices.com/business/
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Channels Expected to See an Increase in Fraud Attacks
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Online Applications 
 
Financial institutions are reporting an increase in the number of fraudulent 
applications being completed online. (i.e., seeing an increase in their rate of 
rejected applications due to fraud, with the rate being much higher post-COVID 
compared to pre-COVID.)

Digital Banking 
 
With the high volume of personal identifiable information (PII) that’s been 
compromised over the past few years, and based on how often consumers re-
use passwords across multiple sites, fraudsters have an array of data at their 
fingertips and can gain access to consumers’ online banking credentials. 

Phishing schemes have also grown significantly, especially ones related to 
federal government stimulus checks whereby fraudsters are sending fake emails 
telling consumers to provide their bank name and account number so funds can 
be deposited to them

Pre-COVID

8%
Drop

Post-COVID

Increase

Pre-COVID fraud losses were estimated to 
drop by 8% in 2020.

Post-COVID losses are now estimated to 
increase 10% to 15% YoY

Contiued on the following page >

Early Projections: Fraud in COVID-19

10-15%
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Channels Expected to See an Increase in Fraud Attacks
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First-Party Fraud 
 
COVID-19 is hitting consumers hard, especially those living paycheck to paycheck. 
These financial constraints will lead to an increase in negative consumer 
behavior, such as missed credit card payments. 

Specifically, as more consumers shop online, they’ll start to experience buyer’s 
remorse when it comes time to pay the monthly credit card bill. This will lead to 
an increase in first-party fraud, where the consumer will dispute transactions 
claiming they didn’t purchase/perform them when in actuality, they did.

Third-Party Fraud 
 
With the growth in e-commerce purchases, fraudsters are following consumers 
around online to commit crimes. In March and early April, financial institutions 
reported higher ‘card not present’ fraud losses proportionate with higher ‘card 
not present’ sales. However, these institutions are adjusting their 2020 forecasts 
upward for both credit card and debit card fraud losses.
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Revisit Your Fraud Plan
Now that you have a better understanding of fraud and how COVID-19 has affected fraud in the AFS industry, it’s time 
to put this information into action. Below are a few suggestions for you to consider as you review your current fraud 
strategy and plan for the future. 

 

Create organizational awareness of risks and identify ownership 

 

Enhance your strategy, policy and process assessment 

 

Incorporate applicable models and the newest technology

 

Leverage step-up authentication measures in a contactless environment

 

Plan on-going risk assessment of new digital fraud risks

Clarity’s fraud solutions identify applicants unlikely to pay, detect fraud by cross-checking identity elements and 
verify the identity of the consumer, helping you assess the risk of fraud at every stage of the customer relationship. 

To learn more, visit clarityservices.com/solutions/fraud
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